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PRESIDENT’S LETTER

Does Amazon + Whole Foods = No More Independents?

F irst it was internet-based 
retailers.  Then the big 

box stores started selling 
supplements and natural 
products.  Now the most 

aggressive and successful product marketing 
company on earth, with a near perfect world-
wide distribution system, is joining in an unholy 
marriage with Whole Foods, the natural products 
purveyor with the greatest name recognition.  It’s 
enough to make you want to turn off the lights, 
take down your sign, lock the door, and go into 
politics. Or…maybe not.

By Adam Goodman

continued on page 2

A shakeup was inevitable, 
your demise is not.
Every business segment evolves.  How many 
independent drugs stores still exist?  How many 
hardware stores? Food stores?  Health food 
stores?  But you already know the statistics.  Our 
job is to help you not become one of them.  Even 
if it takes you out of your comfort zone, and you 
have to listen to us preach to the converted—
and the unconverted.

LEGAL UPDATE

Ransomware: An Ongoing Serious Threat to Small Business

continued on page 3

According to the Second 
Annual State of 

Ransomware Report: 
United States published in 
July, 2017, by Malwarebytes, 

an anti-malware software company, nearly 
40% of the 179 companies suffered some form 
of ransomware attack in the prior 12 months.  
Conforming to the results of prior studies, these 
attacks were most common in healthcare and in 
the financial services industries, but significant 
impact was also noted in the manufactur-
ing, engineering, and education sectors.  In 
another survey covering a similar time period, 
the Ponemon Institute Report: The Rise 
of Ransomware,   indicated that 51% of the 
618 IT professionals from small and midsize 
businesses who responded reported that their 
company had suffered at least one ransomware 

attack.  Of those who had been attacked, 48% 
reported that they had opted to pay an average 
ransom of $2,500 in order to regain access to 
their business files. 

What is Ransomware?
Ransomware is a unique type of malware that 
seeks not to steal data from a computer system 
but rather sets out to block users from accessing 
information stored in their systems.  Any busi-
ness that utilizes computers to store data that is 
essential to day-to-day operations is vulnerable 
to a malware attack.  In the case of a ransom-
ware attack, it does not matter that a business 
does not store any personal financial informa-
tion or health data on its systems—all that 
matters is that computers are needed to keep 
things up and running.  Ransomware attacks 
do not discriminate based on company size, 

By Marc Ullman

And now a commercial from 
your local sponsor:
Join your regional association.  
And participate!
It has always amazed me how independent 
retailers assume that joining the local cham-
ber of commerce is a cost of doing business. 
No brainer, right?  Yet joining an association 
specifically dedicated to every aspect of your 
business, every day, is not.  Crazy, no?   The local 
chamber may know your community. It’s very 
unlikely that they know your industry, not the 
way we do. Our success killing bad legislation 

and small companies have 
found themselves target 
by cyber criminals. 

Ransomware can be 
unintentionally and 
unknowingly downloaded 
when visiting malicious or 
infected/compromised websites.  It can also get 
into a system through other malware inserted 
onto a single user’s computer or, more commonly, 
downloaded by an unwitting user opening an 
attachment to spam email. Each one of these 
routes of attack relies on lack of discipline by 
curious computer users and highlights the need 
for organizations to educate employees to under-
stand the need to exercise care in visiting websites 
and opening suspicious email attachments, or 
avoiding anything that just does not seem right.
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President’s Letter
continued from page 1

throughout the region (see page 4) is worth the 
two dollars a week you pay to join.  And we do a lot 
more than that. 

How to learn from your fellow 
independent retailers:
We make it so easy, 
it’s probably fattening.
In 2009, we started a column in this newsletter 
called, An Interview with a Retailer.  Its purpose 
was to share with our members how the best and 
brightest succeeded and grew, some right in the 
middle of the worst recession since the depres-
sion of 1929.   Many didn’t make it, yet these stores 
thrived. Here are some excerpts from their words 
of wisdom.

Room does not permit us to list them all, and 
they’re all worth reading. So, we picked what we 
believe are three of the best.  Hungry for more? The 
dates and issues of additional interviews are listed 
below and available at npaeast.org.  

I’ll bet you don’t get this kind of industry specific 
support from your local chamber of commerce!

Adam Goodman
President, NPA East

Cambridge Naturals
Co-Owners Michael Kanter & Elizabeth Stag
Cambridge, Massachusetts 
Winter 2012
We can’t say enough about how important it is 
to connect one’s store to the local movement 
and its significance to building both commu-
nity and strong local economies. It is the most 

positive and hopeful movement of our times.  

There are four Whole Foods stores within in three miles of our 
store. There is both a GNC and a Vitamin Shop within a mile of our 
front door. The supermarket in our shopping center has a natural 
foods section as big as our store. So, we have to be careful not to be 
reactionary.  These competitors are not going to go away, at least not 
in the short term.  So we use the tools we have.  

The best decision we ever made was going in the natural prod-
ucts business together. We’ve stayed true to our passion all these 
years.  We’ve also stayed committed to fair trade products and 
continue to be major supporters of the ‘buy local’ movement.

Garden of Light and Bakery on Main
Michael Smulders 
East Hartford, CT
Spring 2011
I’m very active within the gluten-free com-
munity, including the various support groups, 
websites, blogs, clubs, local events – wherever 
I can get involved. Gluten-free customers tend 
to be very motivated.

Customers want to be helped, not sold, and my brother does a great 
job of listening to our customers and helping them choose the best 
products.

I’m focusing my efforts on the basics: creating the best-tasting 
gluten-free products I can and staying focused on what I do best. 
If you’re a retailer or manufacturer, you need to focus on being an 
expert at whatever niche you know.

Healthy Living | Katy Lesser, Owner
South Burlington, VT 
Spring/Summer/2010
Our foundation is built upon tenacity and 
mad amounts of energy, willingness to change 
course and learn, hiring people smarter than I 
am, and dedication to real service.

Our South Burlington Farmers Market has been a big success. We 
donate the space to farmers and vendors, organize and advertise the 
event throughout the summer, and charge a minimal fee.  We do not 
take a cut of sales. 

As far as finding people, we rarely go outside the business; instead 
we love to move people up.  But inspiring them and re-inspiring 
them is our biggest challenge.

Additional Interviews Available at npaeast.org
Winter 2008
Spring, 2008
Winter 2010

Fall 2010
Winter 2011 

Summer/Fall 2011
Spring 2012
Winter 2013
Winter 2014.
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Ransomware
continued from page 1

There are generally two types of ransomware: one locks a system’s com-
puter screens and the other seeks out and ties up files that are likely to 
be important such as documents, data bases and spreadsheets.  In either 
case, all known attacks have been accompanied by a demand for pay-
ment, usually in electronic currency such as bitcoins.  TrendMicro, an IT 
security company has published an excellent history of the evolution of 
this threat as it migrated from Russia to a matter of global concern.

Recent Attacks
A brief review of some typical and/or prominent attacks indicates the 
insidious nature of this threat.

Cryptolocker:  The mother of all ransomware appeared to burst onto 
the scene in September 2013 and was active until May 2014 when the 
network spreading this malware was taken down by a collaboration of 
international law enforcement agencies including the US Federal Bureau 
of Investigation, Europol, the UK National Crime Agency and the South 
African Police.  Computers and networks were infected via an attach-
ment to spoofed emails designed to appear to originate with legitimate 
companies.  At its peak, estimates are that over 500,000 machines were 
infected with Cryptolocker. Once the targeted computers had their files 
encrypted, a ransom demand for between $300-400 US Dollars or Euros 
payable in Bitcoin (a very difficult to trace electronic currency).  The 
original Cryptolocker and variants such as CryptoWall are believed to 
have accounted for nearly 50% of all ransomware attacks through 2015 
and to have extorted approximately $3million in ransom fees.  

WannaCry:  This ransomware was first detected on May 12, 2017.  
Within 4 days, cyber security experts had identified 250,000 devices in 
116 countries as being infected by this attack.  Hospitals in the Ukraine, 
radio stations in California and Nissan Motor Manufacturing in the UK 
were among the victims that have been identified.  The typical ransom 
demanded for release of system files is $300 within 3 days or $600 within 
7 days; payable in bitcoin.  Unlike the typical ransomware attack, it is 
believed that this malware was not spread through a mass email cam-
paign, but a rather more sophisticated worm (a form of malware spread 
by remote computers able to exploit security flaws in targeted machines) 
possibly developed by the government of North Korea.  WannaCry 
remains active, though Microsoft has taken steps to close the vulnerabil-
ity it exploited.

Richmond (VA) Region Tourism:  One morning in May 2016, 
employees at this regional tourism office received a seemingly innocuous 
email with an attachment from Amazon.com.  Several employees 
immediately deleted the message.  One person who had coincidentally 
placed an order with Amazon the day before, opened the attachment and 
opened the door to the office’s computer system to a serious malware 
attack.  Within 30 minutes every file on the system was locked.  Every 
attempt to access the system only caused a ransom message to appear 
on the user’s screen.  Typical of this kind of attack, the message started 
off with a relatively modest demand for payment along with a promise 
to erase the entire system if the ransom demand was not met prior to a 
countdown clock expiring.  The ransom demand increased as the clock 
came closer to running out.  Rather than pay, Richmond Region Tourism 
called in a computer security firm that worked to isolate the attack and 
assisted in restoration of the locked files from a backup system.  The total 
cost of this attack was estimated at $2,500.

Law Firm Attacks:  Solo practitioner Paul Goodson and the Redlands, 
California firm of Ziprick and Cramer LLP were also recently attacked 
by ransomware that deprived them of access to client files.  Goodson 
attempted to pay the very modest $300 ransom demanded of him but 
failed to do so within the 36 hour time limit set by the ransomware, which 
then deleted all of his files. The Ziprick firm declined to pay the ransom, 
alerted authorities and notified clients of the security breach.  Fortunately 
for the firm, minimal data was lost due to it maintenance of a robust back 
up system for all files. And one of the worlds’ largest firms, DLA Piper was 
victimized by the ransomware Peyta, which shut down much of its global 
operations for three days in June of this year.

Gaming Apps:  Proof that no target is too small for cyber criminals, 
internet technology security firms have confirmed the existence of 
ransomware posing as a Pokemon Go related app.  This new version of a 
well-known form of malware inserts itself into a user’s phone, encrypts 
all data stored therein and presents a demand for payment of .1 bitcoin 
(about $57).  One variation of this virus also creates a backdoor into a 
phone’s windows operating system.  Internet security experts have not 
determined why this is being done.  Alarmingly, it is estimated that over 
2 million users have downloaded malware directly from the Google Play 
Store into their android based devices.

Protect Yourself and Your Company
To date, while some ransom demands have been shockingly large, actual 
payments accepted to release locked-up systems have been relatively 
modest.  There is, however, no guarantee that this will remain the case—
in fact, the FBI’s Internet Crime Complaint Center indicates that in 2015 
it received nearly 2,500 reports of ransomware attacks in which victims 
paid in excess of $24,000,000.00 to secure access to their own data.  The 
$57 demand to cell phone users, however, should serve as a prominent 
reminder that these cyber criminals will attack any target, large or small.

In fact, small businesses often make the easiest targets for this kind 
of attack.  They often believe that they lack the resources to establish a 
robust cyber-security protocol.  The ultimate cost of the failure to do so 
can, however, be devastating.  A single attack has the potential to put a 
small business out of operation for a long period of time, perhaps causing 
fatal damage to its operations.  Compounding the problem is that many 
such businesses do not have highly skilled IT personnel on staff meaning 
that the initial response to a ransomeware (or any kind of cyber) attack is 
often handled by someone without the expertise to deal with the situation 
effectively.  Indeed, the latest Ponemon report indicates that 32% of small 
businesses that participated indicated that the greatest harm they suffered 
was from lost business, while 32% of respondents also indicated that they 
had lost customers following a ransomware attack.

The real key is to ensure that staff is trained in basic internet security 
precautions.  This includes not opening emails from unknown sources, not 
bringing unauthorized memory sticks into the business, not clicking on 
links to unknown websites and use of strong and unique passwords for both 
personal and business accounts and devices.  Training and reminding staff 
of these very basic precautions can greatly reduce a company’s risk of learn-
ing about ransomeware and bitcoin the hard way.

** An earlier version of this article appeared on the NaturalProductsInsider.com 
in September, 2016
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EDUCATION & EVENTS
September 13-16, 2017
TRADE SHOW
September 14-16, 2017
Baltimore Convention Center, Baltimore, MD USA

What You Need to Know Before You Go
We’re almost there! In just a few weeks, we’ll be on our way to Baltimore for Expo East 2017. To help you 
prepare, we’ve compiled a list of the top eight things you should know before you go. 

1. Where to pick up your badge
Badge pick-up is available for attendees with a barcode confirmation in hand. Bring your printed 
barcode confirmation email with you OR download the Expo App, login with your badge number and 
you’ll have access to your digital barcode. 

2. Photo ID
You will be required to show your photo ID to receive your badge. You also will be required to show 
your badge with your matching photo ID each day to gain access to the Baltimore Convention Center 
building during show hours. Please keep your photo ID with you at ALL times. 

3. No Rolling Carts or Strollers in the Exhibit Hall
For safety reasons, rolling carts, rolling bags, strollers, and bags with wheels are not permitted on 
the show floor during show floor hours. For your convenience, we have added bag check stations 
throughout the Baltimore campus.

4. Download the official Expo App 
Go to m.expoeast.com. It’s also available in the app store. You’ll have all the information you need to 
navigate the show at your fingertips! Access the exhibitor list, floorplan, featured exhibitors, show 
specials, digital showcases, education, and plan your show!

5. New for 2017: Bring Your Sneakers! 
This year, we’ll be having two exciting and very different early morning workout sessions on Thurs-
day and Friday mornings.  A great way to start the morning and charge up for the busy schedule you 
have in front of you each day. Perfect for all levels.

6. Parking and Shuttles
No matter what your mode of transportation, getting in and around the Baltimore area is a breeze. 
Live just outside the Baltimore area? Plan on taking a regional bus or train, and we’ll pay for you 
to get here! Flying into Baltimore? Take the Light Rail directly to the Convention Center! Visit the 
“Parking and Shuttle” page on expoeast.com for more information on parking, the “travel green, 
save green” program, and free rides within the city.

7. Registered for the Super Pass? 
Your added Super Pass benefits will be listed on your barcode confirmation email. You’ll find dedi-
cated badge pick-up stations on-site, access to the VIP lounge at the Hilton, and admission to educa-
tion sessions Wednesday-Friday. If you have questions as to what’s included with your upgrade, don’t 
hesitate to ask on-site!
*Super Pass does not include Herb Walk, NCN Health & Wellness Investor Forum or Natural Products 
Business School.

8. Where to Find Food
There are tons of samples being passed out in the exhibit halls, but if you are looking for something 
that doesn’t come in a small plastic cup, download the official Expo App (m.expoeast.com or avail-
able in the app store) which maps out the closest dining options.

Questions on Site: Not a Problem

We know that once you arrive in Baltimore, you may still have questions. Look for our Expo Ambassadors 
placed all over the campus. These experts are armed with iPads and will be wearing bright colored shirts. 
Consider them your “go to” for any questions or concerns you might have. 
We look forward to seeing you in Baltimore!

You’ve heard the old American 
Express slogan: “Membership 

has its privileges.” This promise 
holds true for membership with 
industry associations, whether 
your store is located in the East, 
Southeast, Midwest, Northwest, 
or Southwest. While programs 
vary by region, each organization 
works to provide natural products 
businesses with key advantages. In 
addition to cost-cutting programs 
and educational and networking 
opportunities, industry associa-
tions monitor state legislation that 
may impact your business, serving 
as a strong voice to protect and 
advance your rights.

The Natural Products Associa-
tion (NPA East) was originally 
established as the NNFA in 1970 
in Washington, DC, as a nonprofit 
that vigorously works to preserve 
access to—and facilitate markets 
for—natural and organic foods, 
vitamins, supplements, and per-
sonal care products. 

NPA East serves Maine, Vermont, 
New Hampshire, Rhode Island, 
Massachusetts, Connecticut, New 
York, Pennsylvania, New Jersey, 
Delaware, Maryland, Virginia, and 
Washington, DC. 

NPA East provides countless 
services to its members, with 
advocacy being perhaps the most 
valuable. This regional organiza-
tion continuously monitors all 
regulatory activities at the state 
level. Thanks to its tireless efforts, 
many proposed bills are killed 
before they become onerous laws 
that would prevent or restrict 

www.npaeast.org

Why Membership Matters   Written in association with tasteforlife®
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members’ ability to conduct business. By 
stopping the bill at the state level, it also 
stops the same bill from being picked up 
federally. 

NPA East advocates for the rights of 
consumers to have access to products 
that will maximize and improve their 
health, as well as the rights of retailers and 
suppliers to sell these products. NPA East 
comprises a diverse membership, ranging 
from small health food store owners to 
large natural foods suppliers and manu-
facturers. Members are kept informed 
through the Regional Voice newsletter. 

NPA East provides an educational pro-
gram each year at Natural Products Expo 
East in Baltimore, MD. The 2016 show was 
a record breaker, hosting more than 1,450 
brands, including more than 450 first-
time exhibitors. 

Email: pkushner@verizon.net 
www.npaeast.org

The Mid-American Health Orga-
nization (MAHO) is a coalition of 
independent natural product retailers, 
manufacturers, and brokers who work 
together to preserve the industry, protect 
the right to do business, and effect policy 
change at the state and federal levels. 

MAHO has 126 retail members, out of 
200 total members, which includes those 
from the supply side of the industry. This 
14-state Midwest association covers Iowa, 
Illinois, Indiana, Kansas, Kentucky, Michi-
gan, Minnesota, Missouri, North Dakota, 
Nebraska, Ohio, South Dakota, Wisconsin, 
and West Virginia. MAHO’s 2018 Sum-
mer Splash Convention & MAHO Expo is 
July 20–22, 2018 in Columbus, OH. This 

year more than 100 companies exhibited. 
Email: npamidwest@aol.com MAHO’s 
mission is to advocate for the rights of 
consumers to have access to products that 
will maintain and improve their health, 
and for the rights of retailers and suppli-
ers to sell these products.

www.maho4health.org

SENPA 
serves 
more than 
280 inde-
pendent retail members and more than 
247 combined supply members. SENPA 
has members across the country, but its 
greatest member concentration in the 
Southeast includes: Tennessee, Alabama, 
Georgia, Mississippi, North and South 
Carolina, Florida, Puerto Rico, and the Vir-
gin Islands. SENPA’s mission is to support 
the natural products industry through 
education, networking, and advocacy for 
the right to buy and sell natural prod-
ucts by empowering healthy choices and 
business development.  Each December, 
SENPA produces SOHO EXPO, the larg-
est independent trade/buying show, in 
Orlando, FL. It also hosts four Education 
Road Shows in selected states.

Email: npamidwest@aol.com
www.maho4health.org

The Natural Products Association 
Southwest serves Arkansas, Arizona, New 
Mexico, Louisiana, Oklahoma, and Texas. 
It passionately promotes and protects the 
integrity, marketing, and growth of the 
natural products industry through educa-
tion, communication, member services, 

and regulatory involvement. .The NPA-SW 
board has three main goals: 

1. Protect and promote the rights of 
independent health food retailers 

2. Protect and promote the rights of 
consumers to purchase natural 
products, and 

3. Protect and promote the rights of 
suppliers to manufacture natural 
products. 

Member benefits include legislative 
advocacy, free HealthFest admittance, 
and timely information through the NPA 
Southwest Facebook page. 

Email: carrol.wells@npasouthwest.org 
www.npasouthwest.org

NPA Northwest represents Alaska, Colo-
rado, Idaho, Montana, Nevada, Oregon, 
Utah, Washington, and Wyoming. 

“We provide support through education, 
advocacy, business-to-business network-
ing, and long-term relationship building,” 
said NPA NW Executive Director Stepha-
nie Juhl. Each year, NPA NW hosts EXPO 
NorthWest, the region’s premier natural 
product show.  Each year, NPA NW hosts 
EXPO NorthWest, the region’s premier 
natural product show. The one-day 
trade show takes place in October at the 
Portland Marriott Downtown Waterfront 
in Portland, OR. It is preceded by a day of 
education. All NPA Northwest members 
and their employees receive free entry to 
educational seminars, meal sessions, and 
events, plus a hotel rebate for their stay 
at the preferred location. NPA NW works 
with its 85 retail and associate members. 

Email: director@npanw.org 
www.npanw.org
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www.senpa.org

www.npasouthwest.org

www.npanw.org

Why Membership Matters   Written in association with tasteforlife®
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“This is the best show of
the year for retailers on the

East Coast. Thousands of new 
products, great education classes
 and incredible keynote speakers.

As an independent retailer, Expo East 
gives me the insight and direction to 

be competitive in these fast changing 
times. I wouldn’t miss it.”

Russ Welker
Wards Supermarket

Co-located with: 

Education & Events September 13-16, 2017
Trade Show September 14-16, 2017
Baltimore Convention Center | Baltimore, MD  USA

Questions? Contact us at
1.866.458.4935 or 1.303.390.1776 | tradeshows@newhope.com

Register online at expoeast.com
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I found my 
spark...


